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ABSTRACT 

 

 

The future of ubiquitous health technologies looks promising because of the great potential that Wireless Body Area 

Networks (WBANs) have. Latest advances in wireless communication technologies and sensors have emerged as a 

key technology to provide real-time health monitoring of a patient, collecting data of a patient’s vital body 

parameters continuously and also diagnosing many life-threatening diseases. The main purpose of WBAN devices is 

to collect sensitive information, so providing strict security mechanisms is considered to be essential, in order to 

prevent situations where data may be lost or modified for malicious reasons. As a result, designers of WBANs 

should be more focused on creating secure systems, that minimize the possibilities of a misfunction or data 

corruption from a malicious program. This paper presents an analysis of WBANs related to security and privacy 

issues. Furthermore, it gives a brief insight into the appropriate security mechanisms to follow. Finally, it is 

highlighted how necessary it is to implement security solutions, in order to enhance the development of such 

systems in general. 
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